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Target Audience for this Document 

This document covers Milestone XProtect Professional from an administratorís perspective; it is 
solely aimed at Milestone XProtect Professional system administrators. Administrator rights may be 
required in order to be able to access the majority of features described in this document. 
 
This document provides detailed descriptions of Milestone XProtect Professional system 
administration applications, features, windows and fields. It furthermore provides a number of 
targeted ìhow-toî examples, guiding administrators through completing common administration 
tasks in Milestone XProtect Professional. 
 
Users who do not have surveillance system administrator responsibilities should primarily refer to 
the separate Monitor & Viewer and Remote Client manuals available on the Milestone XProtect 
Professional software CD as well as from www.milestonesys.com. 
 
 



Milestone XProtect Professional 4.6; Administratorís Manual 

www.milestonesys.com Page 3 Contents 

Contents 

INTRODUCTION........................................................ 14 

Product Overview ............................................................................... 14 

Several Targeted Applications in One ....................................................14 

Updates.............................................................................................15 

Product Maintenance Agreement (PMA) .................................................15 

SYSTEM REQUIREMENTS .......................................... 16 

Server................................................................................................. 16 

Usersí Computers ............................................................................... 16 

ADMINISTRATORSí GETTING STARTED CHECKLIST.. 17 

INSTALLING MILESTONE XPROTECT PROFESSIONAL20 

USING THE BUILT-IN HELP SYSTEM ......................... 22 

Navigating the Built-in Help System ................................................... 22 

Contents Tab......................................................................................22 

Glossary Tab ......................................................................................22 

Three Types of Links in Help Topics.......................................................23 

Links to Related Topics ....................................................................23 

Expanding Drop-Down Links.............................................................23 

Links to External Resources..............................................................23 

Printing Help Topics............................................................................ 23 

ADMINISTRATOR APPLICATION............................... 25 

Administrator Login Window .............................................................. 25 

Administrator Window........................................................................ 25 

Device Manager Section ......................................................................26 



Milestone XProtect Professional 4.6; Administratorís Manual 

www.milestonesys.com Page 4 Contents 

Adding Devices...............................................................................26 

Editing Settings for Devices..............................................................26 

Editing Settings for Cameras ............................................................26 

Disabling/Enabling Cameras .............................................................27 

Administrator Windowís Buttons ...........................................................27 

DEVICE LICENSE KEYS (DLKS) ................................................... 30 

How to Import Device License Keys (DLKs)........................................ 30 

DEVICE ADMINISTRATION.......................................................... 31 

How to Add a Device........................................................................... 31 

Edit Device Settings Window .............................................................. 33 

Identify Video Device Section ...........................................................34 

Network Settings for Video Device Section .........................................35 

Audio Section .................................................................................36 

Camera Settings for [Device Name] Window ...................................... 36 

P/T/Z Camera Selection Section ...........................................................36 

Camera List .......................................................................................37 

CAMERA ADMINISTRATION ......................................................... 38 

Adding Cameras.................................................................................. 38 

Configuring Cameras .......................................................................... 38 

Camera Settings for [Device Name] [Camera Name] Window ............ 38 

Framerate Settings Section ..................................................................39 

Camera Monitor Setup Section .............................................................40 

Image Storage Settings Section............................................................42 

iPIX Section .......................................................................................43 

Database Settings Section ...................................................................43 

Motion Detection Settings Section.........................................................45 

Exclude Regions Settings Section..........................................................46 

Image Quality... .................................................................................46 

Event Notifications... ...........................................................................46 

Outputs... ..........................................................................................47 

PTZ Preset Positions............................................................................47 

Configure Device Window................................................................... 47 

Camera Settings Section......................................................................48 

Include Date and Time in Image .......................................................48 



Milestone XProtect Professional 4.6; Administratorís Manual 

www.milestonesys.com Page 5 Contents 

Preview Image ...................................................................................48 

Adjust Motion Detection Window........................................................ 48 

Noise Sensitivity .................................................................................49 

Motion Sensitivity ...............................................................................49 

Color Window ..................................................................................... 50 

Selecting a Color for Highlighting Detected Motion ..................................50 

Define Exclusion Regions Window ...................................................... 50 

Defining Areas in which Motion Detection Should Be Disabled...................50 

Select Color Window........................................................................... 51 

Output Settings for [Device Name] [Camera Name] Window ............. 52 

Associating Outputs with Manual Control and Detected Motion..................52 

Selecting Output for Manual Control ..................................................53 

Selecting Output for Use on Motion Detection .....................................53 

Setup Notifications on Events Window ............................................... 54 

What Is an Event Indication?................................................................54 

Specifying Events for which Event Indication Should Be Used ...................55 

PTZ Preset Positions for [Device Name] [Camera Name] Window...... 55 

Defining a Preset Position ....................................................................56 

PTZ View Section ............................................................................57 

Preset Positions Section...................................................................57 

Preset Position on Events Section......................................................59 

Patrolling Section............................................................................59 

Event Window (for PTZ Preset Positions on Event)............................. 59 

Associating Preset Positions with Particular Events ..................................59 

Setup PTZ Patrolling Window ............................................................. 60 

Patrol Scheme....................................................................................60 

Selecting Preset Positions to Be Used for a PTZ Patrol Scheme .................60 

Specifying Timing Settings for a PTZ Patrol Scheme ................................61 

PTZ Patrolling Actions on Detected Motion .............................................61 

iPIX Camera Configuration Window.................................................... 62 

IPIX View Adjustment .........................................................................62 

Previewing the IPIX View .....................................................................63 

Ceiling Mounted Cameras.................................................................64 

Setting a View as Home Position .......................................................64 

Image Resolution................................................................................64 

MONITOR ADMINISTRATION ....................................................... 64 



Milestone XProtect Professional 4.6; Administratorís Manual 

www.milestonesys.com Page 6 Contents 

Monitor Manager Window ................................................................... 64 

Layout Size ........................................................................................64 

Configuration Section ..........................................................................65 

How to Specify which Cameras Should Display Images in the Monitor .......66 

SCHEDULING........................................................................... 67 

Camera/Alert Scheduler Window........................................................ 67 

Camera/Alert Scheduler Windowís Fields and Check Boxes.......................68 

Camera/Alert Scheduler Windowís Calendar Section................................69 

Set and Clear modes .......................................................................69 

Zoom Feature.................................................................................70 

How to Set or Clear Periods in the Calendar ...........................................70 

Good to Know when You Set Online Periods .......................................70 

Colored Bars ..................................................................................70 

Camera/Alert Scheduler Windowís Buttons.............................................71 

GENERAL SETTINGS .................................................................. 71 

General Settings Window.................................................................... 71 

Administrator Settings Section .............................................................71 

Changing the Administrator Password................................................71 

Restricting User Rights ....................................................................72 

Patrolling Settings Section ...................................................................72 

Joystick Section..................................................................................72 

Logfile Settings Section .......................................................................73 

Logfile Path....................................................................................73 

Days to Log....................................................................................73 

Event Recording Settings Section..........................................................73 

Path ..............................................................................................73 

Days to Keep..................................................................................73 

Advanced Section ...............................................................................74 

Email Settings ....................................................................................75 

Sms Settings......................................................................................75 

Change Password Window.................................................................. 75 

How to Change the Administrator Password ...........................................75 

Joystick Setup Window....................................................................... 75 

Joystick Axes Section ..........................................................................76 

Joystick Buttons Section ......................................................................77 



Milestone XProtect Professional 4.6; Administratorís Manual 

www.milestonesys.com Page 7 Contents 

E-Mail Setup Window.......................................................................... 77 

Enabling E-mail Alerts .........................................................................77 

Specifying Recipients and Default Texts.................................................78 

Specifying Image and Interval Options ..................................................78 

Advanced E-mail Settings ....................................................................78 

Testing Your E-mail Alert Configuration .................................................78 

Advanced E-mail Setup Window ......................................................... 79 

Selecting Required E-mail Method.........................................................79 

SMTP Settings ....................................................................................79 

SMS Settings Window ......................................................................... 80 

Enabling SMS Alerts ............................................................................80 

Specifying SMS Alert Settings...............................................................80 

Testing Your SMS Alert Configuration ....................................................81 

INPUT, EVENTS AND OUTPUT ...................................................... 81 

About Input, Events and Output ......................................................... 81 

Four Types of Events...........................................................................81 

Specifying Input, Events and Output .....................................................82 

Using Dedicated I/O Devices ................................................................82 

I/O Setup ........................................................................................... 83 

I/O Setup window...............................................................................83 

I/O Setup Windowís Defined Events List and Buttons...........................84 

Devices Capable of Handling One Input Event Only .........................84 

Devices Capable of Handling Several Input Events ..........................84 

Timer Events..............................................................................84 

Add New Event Window (for Devices Handling One Input Only) ................86 

Add New Event Windowís Fields........................................................86 

Multiple Input Events Window ..............................................................87 

Multiple Input Events Windowís Fields and Buttons..............................87 

Add New Event Window (for Devices Handling Several Inputs) .................88 

Add New Event Windowís Fields........................................................89 

Edit Event Window (for Editing Input Events) .........................................89 

Edit Event Windowís Fields...............................................................89 

New Timer Window .............................................................................90 

New Timer Windowís Fields ..............................................................91 

Add New Output Window .....................................................................92 

Add New Output Windowís Fields ......................................................92 



Milestone XProtect Professional 4.6; Administratorís Manual 

www.milestonesys.com Page 8 Contents 

Testing Defined Output....................................................................92 

Edit Output Window ............................................................................92 

Edit Output Windowís Fields .............................................................93 

Testing Defined Output....................................................................93 

Advanced Window...............................................................................93 

Advanced Windowís Fields................................................................94 

Event Buttons ..................................................................................... 94 

About Event Buttons ...........................................................................94 

Global and Camera-specific Event Buttons .........................................95 

Event Buttons Window ........................................................................95 

Defined Events List .........................................................................96 

Specifying Event Buttons and Timer Events........................................96 

Specifying Global Event Buttons ...................................................96 

Specifying Camera-specific Event Buttons ......................................96 

Specifying Timer events...............................................................97 

Editing Event Buttons and Timer Events.............................................97 

Associating Event Buttons with External Outputs ................................97 

Add New Event Window (for Adding Event Buttons) ................................97 

Add New Event Windowís Fields........................................................98 

Edit Event Window (for Editing Event Buttons) .......................................98 

Edit Event Windowís Fields...............................................................99 

Generic Events.................................................................................... 99 

About Generic Events ..........................................................................99 

Generic Events Window .......................................................................99 

Generic Events Windowís Events List and Buttons .............................100 

Add New Event Window (for Specifying Generic Events) ........................100 

General Event Settings Section.......................................................101 

Event Rule String Section ..............................................................102 

Notification Settings section ...........................................................104 

Edit Event Window (for Editing Generic Events) ....................................105 

General Event Settings section .......................................................105 

Event Rule String Section ..............................................................107 

Notification Settings section ...........................................................109 

I/O Control ....................................................................................... 109 

About I/O Control .............................................................................109 

I/O Control Window ..........................................................................110 

Associating Events with Particular Outputs .......................................110 



Milestone XProtect Professional 4.6; Administratorís Manual 

www.milestonesys.com Page 9 Contents 

Output Settings for [Device Name] [Camera Name] Window ..................111 

Associating Outputs with Manual Control and Detected Motion............111 

Selecting Output for Manual Control ............................................111 

Selecting Output for Use on Motion Detection ...............................112 

ARCHIVING........................................................................... 113 

About Archiving ................................................................................ 113 

Benefits of Archiving .........................................................................113 

How Archiving Works ........................................................................113 

Storing Archives at Other Locations than Default Archiving Directory...114 

Storage Capacity Required for Archiving ..............................................114 

Backing Up Archives..........................................................................115 

Viewing Archived Images...................................................................115 

Archives Stored Locally or on Network Drives ...................................115 

Exported Archives .........................................................................115 

Archive Setup Window...................................................................... 116 

Archive Setup Windowís Fields and Buttons..........................................116 

Specifying that Archiving Should Apply for Specific Cameras ..............117 

Specifying Archiving Locations for Specific Cameras ..........................117 

Archiving Audio ............................................................................118 

MONITOR APPLICATION......................................... 120 

Accessing the Monitor....................................................................... 120 

Monitorís Camera Layout .................................................................. 121 

Image Bars ......................................................................................121 

Hot Spot..........................................................................................122 

Hot Spot with Carousel ..................................................................122 

Monitorís Control Panel .................................................................... 123 

Button Overview...............................................................................123 

PTZ Menu ........................................................................................126 

Navigation Buttons........................................................................126 

Zoom Buttons and Zoom Slider ......................................................127 

Preset Positions ............................................................................127 

Point-and-Click PTZ Control............................................................127 

PTZ Patrolling and PTZ On Event.....................................................128 

Pausing PTZ Patrolling ...................................................................128 



Milestone XProtect Professional 4.6; Administratorís Manual 

www.milestonesys.com Page 10 Contents 

Monitoring Audio ..............................................................................128 

Running Out of Disk Space! Alert ...................................................... 128 

VIEWER ............................................................................... 129 

Using the Viewer .............................................................................. 129 

Toolbar............................................................................................129 

Setting Up the Camera Layout............................................................131 

Selecting Grid Size........................................................................131 

Assigning Cameras........................................................................131 

Image Bars ..................................................................................132 

Storing and Recalling Views ...........................................................132 

Browsing Recordings .........................................................................132 

Time & Date Selector ....................................................................133 

Timeline Browser ..........................................................................133 

Browsing Recordings with the Timeline Browser............................134 

Playback Controls .........................................................................134 

Motion View .................................................................................134 

Browsing Motion Sequences with Motion View ..............................135 

Alarm Overview ............................................................................135 

Browsing Recordings with the Alarm Overview..............................135 

Smart Search ...............................................................................135 

Digital Image Control and Optimization ...............................................137 

De-interlacing...............................................................................137 

Zoom Controls..............................................................................138 

Smoothening and Scaling...............................................................138 

Viewer: How to Store and Recall Views ............................................ 138 

Storing a View..................................................................................138 

Recalling a View ...............................................................................139 

Editing or Deleting a Stored View........................................................139 

Viewer: How to Print Evidence.......................................................... 139 

Viewer: How to Send Evidence via E-mail ......................................... 140 

Viewer: How to Export Video and Audio Evidence............................. 140 

Viewer: How to View Archived Images ............................................. 142 

Archives Stored Locally or on Network Drives.......................................142 

Exported Archives.............................................................................143 



Milestone XProtect Professional 4.6; Administratorís Manual 

www.milestonesys.com Page 11 Contents 

REMOTE ACCESS ADMINISTRATION ....................... 144 

REMOTE ACCESS OVERVIEW ..................................................... 144 

Server End ........................................................................................ 144 

Providing Remote Client Access ..........................................................144 

Providing Regular Browser Access.......................................................144 

IMAGE SERVER ADMINISTRATION .............................................. 145 

Image Server Administrator Window................................................ 145 

Engine Setup Section (for Specifying Name, Port and Outside Access).....145 

User Administration Section ...............................................................147 

Defining Users and Passwords ........................................................147 

Defining User Access Rights ...........................................................147 

Full Access for All Users .............................................................147 

Restricted Access......................................................................147 

Engine Setup Section (for Specifying Max. Clients)................................147 

Specifying Max. Number of Simultaneously Connected Clients ............147 

Log Files Section...............................................................................148 

Audit Log Section..............................................................................148 

Language Support and XML Encoding Section.......................................148 

Define Local IP Ranges Window ....................................................... 149 

User Administration Window ............................................................ 149 

Adding a New User............................................................................150 

Editing an Existing User Name or Password..........................................150 

Removing an Existing User.................................................................150 

Define Rights for Individual Users Window ...................................... 150 

End-User Documentation .................................................................. 152 

WEB AND REALTIMEFEED SERVER ADMINISTRATION...................... 152 

Web Server: Configuration................................................................ 153 

HTTP Server Setup............................................................................154 

User Administration ..........................................................................155 

Defining User Accounts..................................................................155 

Defining Access Rights...................................................................155 

Restricting Defined Usersí Access....................................................155 

Testing the Web Server Configuration .................................................156 

Web Server: Day-to-Day Operation................................................... 156 



Milestone XProtect Professional 4.6; Administratorís Manual 

www.milestonesys.com Page 12 Contents 

Starting the Web Server ....................................................................157 

Stopping the Web Server...................................................................157 

Shutting Down the Web Server...........................................................158 

RealtimeFeed Server: Configuration ................................................. 158 

Changing RealtimeFeed Server Port Number ........................................158 

RealtimeFeed Server: Day-to-Day Operation .................................... 158 

Starting the RealtimeFeed Server .......................................................158 

Stopping the RealtimeFeed Server ......................................................159 

Shutting Down the RealtimeFeed Server..............................................160 

End-User Documentation .................................................................. 160 

Remote Access through Web and RealtimeFeed Servers .................. 161 

Logging in to the Surveillance System .................................................161 

Single View......................................................................................162 

Quad View .......................................................................................166 

Help................................................................................................166 

LOGGING................................................................ 167 

Log File Types, Locations and Names................................................ 167 

Administrator Log Files ......................................................................167 

Monitor Log Files ..............................................................................167 

Event Log Files .................................................................................167 

Image Server Log Files......................................................................167 

Image Server Audit Log Files..............................................................168 

Export Log Files................................................................................168 

Web Server Log Files.........................................................................168 

Log File Structures............................................................................ 168 

Integrity Checks and Possible Error Messages.................................. 169 

REMOVING MILESTONE XPROTECT PROFESSIONAL 170 

GLOSSARY.............................................................. 172 



Milestone XProtect Professional 4.6; Administratorís Manual 

www.milestonesys.com Page 13 Contents 

COPYRIGHT, TRADEMARKS AND IMPORTANT 
INFORMATION........................................................ 175 

INDEX .................................................................... 176 



Milestone XProtect Professional 4.6; Administratorís Manual 

www.milestonesys.com Page 14 Introduction 

Introduction 

Product Overview 
With the purchase of Milestone XProtect Professional you have chosen the right 
product for medium to large installations wanting robust surveillance software with 
full functionality for advanced management, flexible scheduling, fast searching and 
analysis. 
 
Milestone XProtect Professional is: 

 
! Compatible with more than 90 different IP video products from the leading manufacturers, 

so you choose the hardware you wantóin combinations too 
  

! Dependable; with robust and stable performance proven in operation on more than 90,000 
cameras worldwide 
  

! Flexible; with remote access features that let you use the surveillance system from any 
place and at any time, using a PC, laptop or PDA 
  

! Scalable; with open architecture based on IP technology with ongoing development and 
regular updates, which gives you long-term returns on your surveillance investment 
  

! Future-safe; the IP network approach is the foundation for tomorrowóavailable today 

Several Targeted Applications in One 
Milestone XProtect Professional consists of a number of applications, each targeted at specific tasks 
and user types: 
  

! The Administrator application (see page 25): Used by the surveillance system 
administrator for configuring Milestone XProtect Professional, including the Monitor 
application, upon installation or whenever configuration adjustments are required, e.g. 
when adding new cameras or users to the system. 
 

! The Monitor application (see page 120): The main user interface in day-to-day 
operation, the Monitor is used for recording and displaying images from connected 
cameras, with optional indications of registered activity. Camera images are only 
transferred to Milestone XProtect Professional while the Monitor is running. Depending on 
user rights and configuration, the Monitor may also be used for controlling PTZ 
(Pan/Tilt/Zoom) cameras, for manually starting and stopping cameras, for manually 
triggering outputs, etc. 
  

! The Image Server Administrator application (see page 145): Used by the system 
administrator to manage access to the surveillance system for remote users logging in to 
the surveillance system with the Remote Client. 
 
The Image Server itself does not require separate hardware; it runs as a service on the 
computer running the Milestone XProtect Professional software. 
  

! The Remote Client (see separate manual): The Remote Client lets users view live images, 
play back recorded images, activate outputs, print and export evidence, etc. 
 
The Remote Client can be installed locally on remote usersí computers, or the users can 
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access it straight from the surveillance system server through an Internet Explorer 
browser. 
  

! The Web Server and RealtimeFeed Server (see page 153): Alternatives to the Image 
Server/Remote Client for providing remote access to the surveillance system, the Web 
Server and RealtimeFeed Server let system administrators manage remote access. 
 
Remote users access the Web Server and RealtimeFeed Server through an Internet 
Explorer browser. 
  

 Tip: For total freedom, you can also use the Milestone XProtect PDA Client for convenient 
remote access to the surveillance system. The Milestone XProtect PDA Client is a separate product, 
purchased in addition to Milestone XProtect Professional. 

Updates 
Milestone Systems regularly release service updates for our products, offering improved 
functionality and support for new devices. 
 
If you are a Milestone XProtect Professional system administrator, it is recommended that you 
check the Milestone Systems website www.milestonesys.com for updates at regular intervals in 
order to make sure you are using the most recent version of Milestone XProtect Professional. 
 

 Tip: Customers with a valid Product Maintenance Agreement (read more in the following) are 
automatically notified when an update becomes available. 

Product Maintenance Agreement (PMA) 
A Product Maintenance Agreement (PMA) is optional for Milestone XProtect Professional. 
  
Customers with a valid PMA are entitled to receive all generally-released new versions of their 
Milestone software, including both interim and major releases, changes, service packs and any 
patches for the product. When an update becomes available, customers with a valid PMA are 
automatically notified via e-mail. 
 
Read more about PMAs on the Milestone Systems website, www.milestonesys.com. 
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System Requirements 

Server 
The following are minimum system requirements for the server running Milestone XProtect 
Professional: 
 

Operating System Windows 2000 Pro, Windows 2000 Server, Windows XP Pro, Windows 
2003 server. It is highly recommended that the latest service pack for 
the operating system is installed. 

CPU Single or multiple CPUs, limited only by operating system; Intel 
recommended for optimum performance. 

RAM Minimum 1 GB. 

Network Ethernet 100 Mbit/s. 

Video Card AGP (minimum 1024×768). 

Video Colors True 24-bit. 

Hard Disk E-IDE (7200 rpm recommended); for best performance use Fast SCSI. 

 
DirectX 9.0 must be installed on the server. 
 

 Tip: Visit the Milestone website, www.milestonesys.com, for the most recent system 
performance parameters. 

Usersí Computers 
The following is required on usersí computers: 
  

! Internet Explorer 6.0 
  

! DirectX 9.0 
  

 Tip: DirectX is a Windows extension providing advanced multimedia capabilities; these 
capabilities are required when using the Remote Client to connect to the Milestone XProtect 
Professional surveillance system. To check which DirectX version is installed on a computer, 
click Start, select Run..., and type dxdiag. When you click OK, the DirectX Diagnostic Tool 
window will open; version information is displayed near the bottom of its System tab. 
Latest DirectX versions are available from http://www.microsoft.com/downloads/. 

 

http://www.microsoft.com/downloads/
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Administratorsí Getting Started 
Checklist 

This chapter outlines the tasks typically involved in setting up a working Milestone XProtect 
Professional system. 
 
Note that although information in this chapter is presented as a checklist, a completed checklist 
does not in itself guarantee that the Milestone XProtect Professional system will match the exact 
needs of your organization. To make the system match the needs of your organization, it is highly 
recommended that you monitor and adjust the system once it is running. 
 
For example, it is often a very good idea to spend some time on testing and adjusting the motion 
detection sensitivity settings for individual cameras under different physical conditions (day/night, 
windy/calm, etc.) once the system is running. 
 
 

! You may check the boxes in this checklist as you go along.  
 
 

" Verify Initial Configuration of Devices. Make sure the devices (IP network cameras or 
IP video servers) you are going to use are configured with IP addresses, passwords, etc. as 
specified by the manufacturer. 
 
Such initial configuration is required in order to be able to connect the devices to the 
network and the Milestone XProtect Professional solution. 
 
 

" Obtain Device License Keys. You must have a Device License Key (DLK) for each device 
(IP network camera or IP video server) to be used with the Milestone XProtect Professional 
solution. 
 
You obtain DLKs through the Software Registration section of the Milestone Systems 
website, www.milestonesys.com. When ready, the DLKs will be sent to you via e-mail. 

 
Note that you are only allowed to use the number of cameras listed on your license sheet, 
regardless of the number of available DLKs. For example, a fully used four-port video 
server counts as four cameras even if it only requires a single DLK to install. 
 

 

" Install Milestone XProtect Professional (see Installing Milestone XProtect Professional 
on page 20). 
 
 

" Import Device License Keys (see How to Import Device License Keys (DLKs) on page 
30). 
 
 

" Add Devices (see How to Add a device on page 31). 
 
In Milestone XProtect Professional you do not have to worry about having to add individual 
cameras to the system. This is because cameras area connected to devices, so once you 
have added the required devices to your Milestone XProtect Professional system, all 
cameras connected to the devices are connected to the system as well. 

http://www.milestonesys.com
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" Configure Cameras in Milestone XProtect Professional. You are able to specify a wide 
variety of settings for each camera connected to the Milestone XProtect Professional 
system. 
 
Your entry point for configuring cameras is the Administrator window, the main window in 
Milestone XProtect Professionalís Administrator application (see page 25). 
 
To configure a camera, first select the required device in the Administrator windowís Device 
Manager section, then click the plus sign next to the device to view a list of cameras 
attached to the device, as illustrated in the following: 
 

 
 
Select the required camera from the list, and click the Administrator windowís Settings 
button. This will open the Camera Settings for [Device Name] [Camera Name] window, in 
which you are able to specify settings for the camera in question. 
 
Settings include the highly important motion detection sensitivity settings. They also 
include PTZ (Pan/Tilt/Zoom) preset position settings for any PTZ cameras supporting preset 
positions on your system. 
 
The Camera Settings for [Device Name] [Camera Name] window is described in detail on 
page 38. 
 
 

" Configure the Monitor Layout. To include cameras for display in the Monitor application, 
you use the Monitor Manager feature in the Administrator application.  
 
The Monitor Manager feature is described in detail on page 64. 
 
 

" Configure Milestone XProtect Professionalís General Settings. The Administrator 
applicationís General Settings window lets you configure a number of important settings 
related to user rights, logging, e-mail and SMS accounts, etc. 
 
The General Settings window is described in detail on page 71. 
 
 

" Configure Scheduling. You may want some cameras to be transferring images to 
Milestone XProtect Professional at all times, whereas you may want other cameras to 
transfer images only within specific periods of time, or when specific events occur. 
 
With Milestone XProtect Professionalís scheduling feature, you are able to specify when 
each camera should transfer images to the Monitor.  
 
You are also able to specify whether alerts should be triggered if motion is detected during 
specific periods of time. 
 
For PTZ cameras with patrolling (the automatic movement of a camera between several 
preset positions), you are furthermore able to specify whether a patrol scheme should be 
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used during specific periods of time. 
 
You configure scheduling in the Administrator applicationís Camera/Alert Scheduler 
window, described in detail on page 67. 
 
 

" Configure Archiving. By default, images received from camera are stored by Milestone 
XProtect Professional in a database for each camera. However, the camera databases are 
each capable of containing a maximum of 600.000 records or 40 GB before the oldest 
records are deleted. 
 
By using Milestone XProtect Professionalís archiving feature, you are able to overcome 
these limitations by automatically moving the contents of camera databases to specified 
archiving locations one or more times every day. 
 
With archiving the amount of records you will be able to store will thus be limited only by 
your available hardware storage capacity. 
 
By using archiving, you will also be able to back up archived records on backup media of 
your choice, using your preferred backup software. 
 
Archiving is described in detail on page 113. 
 
 

" Configure the Image Server. The Image Server is the service handling Remote Client 
access to the Milestone XProtect Professional system.  
 
Remote Clients (see separate manual) are included in your Milestone XProtect Professional 
license, and provide flexible, client/server based, remote access to the Milestone XProtect 
Professional system, with 16-channel viewing live or recordings. 
 
If you are going to use Remote Clients, configuring the Image Server is a prerequisite. 
Configuration includes specifying whether the Image Server should be accessible from the 
internet, specifying user rights, etc. 
 
You configure the Image Server through the Image Server Administrator window, 
described in detail on page 145. 
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Installing Milestone XProtect 
Professional 

Note: Read the License Terms on the Product License Sheet (enclosed with the software CD) 
before installing Milestone XProtect Professional. 
 
To install Milestone XProtect Professional, do the following: 
 
 

1. Shut down any Milestone software running, including any Web and RealtimeFeed Servers. 
If upgrading, it is highly recommended that you remove (see page 167) any previous 
versions of Milestone XProtect before upgrading. 
 
  

2. Insert the Milestone XProtect Professional software CD. If the installation wizard does not 
start automatically when inserting the CD, run the following file from the CD: 
  
MilestoneXProtectProfessional.exe 

 
Alternatively, if you are installing a version downloaded from the internet, run the .exe file 
from the location you have saved it to. 
 

 
3. When the installation wizard starts, click Next to continue the installation. 

 
  

4. Read and accept the License Agreement. 
 
  

5. Select required language version, and click Next. 
 
  

6. Select the Licensed Version option, and click Next. 
 
  

7. Type your Software License Code, as listed on your Product License Sheet. 
 

 
 
You have the option of installing the software for anyone using the computer, or for 
yourself only. 
 
If installing for yourself only, bear in mind that if your login is not an administrator login, 
you will need to change the login name for the Image Server service (see page 145) so it 
matches your own login, i.e. uses the same user name and password. 
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8. Follow the remaining steps in the installation wizard, and click Finish on the last step to 
complete the installation. 
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Using the Built-in Help System 

To use Milestone XProtect Professionalís built-in help system, simply press F1 on your keyboard 
whenever you are working in the Administrator, Monitor or Image Server. 
  
When you press F1, Milestone XProtect Professionalís built-in help system will open in a separate 
window, allowing you to easily switch between help and Milestone XProtect Professional itself. 
 

 
Example of the Milestone XProtect Professional help window 
  
The built-in help system in Milestone XProtect Professional is context sensitive. 
 
This means that when you press F1 for help while working in a particular Milestone XProtect 
Professional window, the help system automatically displays the help topic describing that window.  

Navigating the Built-in Help System 
Even though the help system initially takes you to a topic describing the window you are working 
in, you are always able to freely navigate between the help systemís contents. 
 
To do this, simply use the help windowís Contents tab. 

Contents Tab 
The Contents tab lets you navigate the help system based on a tree structure. Many users will be 
familiar with this type of navigation from, for example, Windows Explorer. 

Glossary Tab 
What do abbreviations such as DLK, PTZ or SMTP stand for? The Glossary tab in the help windowís 
navigation pane provides a glossary of common surveillance and network-related terms. 
 
Simply select a term to view a corresponding definition in the small window below the list of terms. 
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Three Types of Links in Help Topics 
The actual content of each help topic is displayed in the right pane of the help window. Help topic 
texts may contain three types of links. Each type of link is described in the following: 

Links to Related Topics 
Clicking this type of link will take you to another topic within the help system. 

Expanding Drop-Down Links 
Clicking this type of link will display detailed information about a specific part of the help topic; for 
example a detailed description of a particular feature in one of Milestone XProtect Professionalís 
windows. 
 
The detailed information is displayed immediately below the link itself; you are not taken to 
another page, instead the content on the current page simply expands. 
 
Expanding drop-down links help save space; without them some detailed help topics would appear 
overly long and difficult to get an overview of. 

Links to External Resources 
Clicking this type of link will open an external resource in a separate browser window. 
  

 Tip: If you wish to quickly collapse all texts from expanding drop-down links in a help topic, 
simply click the title of the topic in the help systemís Contents menu. 

Printing Help Topics 
To print a help topic, navigate to the required topic and click the help windowís Print button. 
  

 
Help windowís Print button 
  
When you click the Print button, a dialog box may ask you whether you wish to print the selected 
topic only or all topics under the selected heading.  
 
When this is the case, select Print the selected topic and click OK. 
  

 
Print Topics Dialog 
  
When printing a selected help topic, the topic will be printed as you see it on your screen.  
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Therefore, if a topic contains expanding drop-down links (see Three Types of Links in Help Topics 
on page 23), click each required drop-down link to display the text in order for it to be included in 
your printout.  
 
This allows you to create targeted printouts, containing exactly the amount of information you 
require. 
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Administrator Application 

Milestone XProtect Professionalís Administrator application is used by the surveillance system 
administrator for configuring Milestone XProtect Professional, including the Monitor application, 
upon installation or whenever configuration adjustments are required, e.g. when adding new 
devices to the system. 

Administrator Login Window 
For users without administrator rights, access to certain features in Milestone XProtect Professional 
may in some organizations have been restricted. 
 
When this is the case, you will be asked to specify the administrator password in the Administrator 
Login window in order to get access to the restricted features. 
 

 
The Administrator Login window 
 
You will only be asked to specify the administrator password in two situations: 
 

! When you click the Administrator shortcut on the desktop in order to open the 
Administrator application. This will only be the case when access to the Administrator 
application has been password-protected. 
 

! When you click the Admin Login button in the Monitor application (see page 120). 

Administrator Window 
The Administrator window, the main window in the Administrator application, is used by the 
surveillance system administrator for configuring Milestone XProtect Professional. 
 

 Access: You access the Administrator window by clicking the Administrator shortcut on the 
desktop. If access from the Monitor application is enabled, the Administrator window may also be 
accessed from the Monitor application. Access to the Administrator window may be password 
protected, in which case you will be asked to provide the administrator password in the 
Administrator Login window. 
 

 
The Administrator desktop shortcut 
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The Administrator window 
 
The Administrator window features a Device Manager section as well as a number of buttons 
providing access to configuration. 

Device Manager Section 
The Device Manager sectionólocated in the middle of the Administrator windowólists all added 
devices and attached cameras. The Device Manager section thus provides you with an overview of 
your surveillance system. 
 

 
Detail from the Administrator windowís Device Manager sectionótwo devices have been added; the 
first device has a single camera attached, whereas the second device has four cameras attached 
 
Until you have added devices, the Device Manager section will be empty. 

Adding Devices 
You add devices through an intuitive Device Setup Wizard, available by clicking the Administrator 
windowís Add Device button. The process of adding devices is described in How to Add a Device on 
page 31. 
 
When devices have been added, they will be listed in the Device Manager section.  
 
Clicking the plus sign next to a device in the Device Manager section will list cameras attached to 
the device. 

Editing Settings for Devices 
To edit settings for a device listed in the Device Manager section, select the device, then click the 
Edit device... button to open the Edit device settings window (see page 33). 

Editing Settings for Cameras 
To edit the settings for a camera listed in the Device Manager section, clicking the plus sign next to 
the device to which the camera is attached, select the required camera, then click the Settings 
button to open the Camera Settings for [Device name] [Camera Name] window (see page 38). 
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To rename a camera, select the required camera name in the Device Manager section, wait for a 
second, then select the camera name again to change it. 

Disabling/Enabling Cameras 
Individual cameras listed in the Device Manager section are by default enabled, meaning that 
images from the cameras are by default transferred to Milestone XProtect Professionalóprovided 
that the cameras are marked as online (also default) in the Camera/Alert Scheduler Window (see 
page 67). 
  
If required, you can disable individual cameras listed in the Device Manager section. When a 
camera is disabled, no images will be transferred from the camera to Milestone XProtect 
Professional. 
 
Note: If images from a camera are displayed in the Monitor application (configured in the Monitor 
Manager window, see page 64), the camera cannot be disabled. When this is the case, remove the 
camera from the Monitor Manager window's layout before disabling the camera. 
  
To disable a camera, right-click the required camera in the Device Manager section, then select 
Disable: 
  

 
  
When a camera is disabled, it will be indicated as follows: 
  

 
  
To enable a previously disabled camera, simply right-click the required camera in the Device 
Manager section, then select Enable: 
  

 
  

 Tip: Individual cameras can also be disabled/enabled in the Camera Settings for [Device 
Name] [Camera Name] window (see page 38). 
 

Administrator Windowís Buttons 
The Administrator window features the following buttons: 
 

Button Description 

Monitor 
Manager... 

Opens the Monitor Manager window (see page 64), in which you specify 
which cameras should record and display images in the Monitor application 
(see page 120). It also lets you configure the layout of the Monitor 
application. 
 
Note: Camera images are only recorded and transferred to Milestone 
XProtect Professional while the Monitor application is running. 
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Scheduler... Opens the Camera/Alert Scheduler window (see page 67), in which you 
specify online periods for each camera. 
 
You are also able to specify if cameras should go online when specific 
events occur (e.g. when a door is opened), and if e-mail, SMS or sound 
alerts should be used if motion is detected during specific periods of time 
(e.g. during working hours). If using PTZ cameras with patrolling, you are 
furthermore able to specify if a certain patrol scheme should be used during 
specific periods of time. 
 

 Tip: By default, all cameras are online at all times. You will only need to 
modify scheduler settings if you require cameras to be online only at 
specific times or events, or if you want to use specific alerts or a PTZ patrol 
scheme. 

General 
Settings... 

Opens the General Settings window (see page 71), in which you specify a 
number of settings related to: 

! Administrator password 

! User rights 

! PTZ patrolling pause time out (if using PTZ cameras with patrolling) 

! Joystick setup for PTZ cameras 

! E-mail settings (for alerts sent via e-mail) 

! SMS settings (for alerts sent via SMS) 

! Log file settings 

! Event recording settings 

! Other advanced settings, such as the ability to disable screen 
update in order to minimize CPU usage 

Archive 
Setup... 

Opens the Archive setup window (see page 116), in which you specify 
Milestone XProtect Professionalís archiving settings. 
 
Archiving lets you keep recordings for as long as required, limited only be 
the available hardware storage capacity. 

Import DLKs... Lets you import all required Device License Keys (DLKs) in one go, thus 
avoiding the need to specify each DLK manually when adding a device. 
 
See also How to Import Device License Keys (DLKs) on page 30. 

Matrix... Note: The Matrix button is only available if you are using the Milestone 
XProtect Matrix monitoring solution in connection with Milestone XProtect 
Professional. 
 
Lets you access Milestone XProtect Matrix configuration. 

Transact... Note: The Transact button is only available if you are using the Milestone 
XProtect Transact solution for integrating transactions monitoring with 
Milestone XProtect Professional. 
 
Lets you access Milestone XProtect Transact configuration. 

Add Device... Starts the Device Setup Wizard, which guides you through the process of 
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adding a new device. 
 
See also How to Add a Device on page 31. 

Edit Device... To use the Edit DeviceÖ button, first select a device in the Administrator 
windowís Device Manager section. 
 
When you have selected a device in the Administrator windowís Device 
Manager section, clicking the Edit Device... button lets you edit settings for 
the selected device in the Edit device settings window (see page 33). 

Remove 
Device 

Lets you remove a device selected in the Administrator windowís Device 
Manager section. 
 
In order to prevent accidental removal of devices, you will be asked to 
confirm that you want to remove the device. 

Settings... Lets you specify settings for a particular camera. 
 
When you have selected a camera in the Administrator windowís Device 
Manager section, clicking the Settings button will open the Camera Settings 
for [Device Name] [Camera Name] window (see page 38), in which you 
specify camera settings. 

I/O Setup... Opens the I/O Setup window (see page 82), in which you are able to define 
events based on external input (for example when a door sensor detects 
that a door is opened) and VMD (Video Motion Detection). The I/O Setup 
window also lets you specify output (e.g. a siren). 
 
When defined, events can be used for a variety of purposes. For example, 
an input event can be used for triggering output, for starting a particular 
camera, and for triggering that an e-mail or SMS message is sent to a 
particular user, notifying the user of the recorded event. 
 
See also the description of the I/O Control... button. 

Event 
Buttons... 

Opens the Event Buttons window (see page 95), in which you are able to 
define events for use on event buttons. 
 
Event buttons can be used in the Monitor application for manually triggering 
events. 

Generic 
EventsÖ 

Opens the Generic Events window (see page 99), in which you are able to 
define events based on input from external sources using the TCP and UDP 
protocols. 

I/O Control... Opens the I/O Control window (see page 110), in which you are able to 
associate outputs with events. 
 
This way you can, for example, define that a siren should sound (output) 
when a sensor detects that a door is opened (input event). 

Exit Closes the Administrator application. 
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Device License Keys (DLKs) 

How to Import Device License Keys (DLKs) 
You must have a Device License Key (DLK) for every device (IP network camera or IP video server) 
installed on your Milestone XProtect Professional surveillance system. 
 
Remember that you are allowed to install and use only the number of cameras listed on your 
organizationís license sheet; regardless of you number of available DLKs. For example, a fully used 
four-port video server device counts as four cameras even though it only requires a single DLK to 
install. 
 
System administrators obtain DLKs as part of the software registration process on the Milestone 
website, www.milestonesys.com. Upon registration, DLKs are sent to system administrators via e-
mail. 
 
You are able to specify each DLK manually when adding a device through the Device Setup Wizard, 
available by clicking the Add Device... button in the Administrator window (see page 25). However, 
you can avoid having to specify each DLK manually by using the following procedure to import all 
received DLKs into Milestone XProtect Professional in one go: 
 
Prerequisites: The DLKs, received in a .dlk file, must have been saved at a location accessible by 
the surveillance server, for example on a network drive or on a USB stick. 
 
 

1. Open the Administrator window by clicking the Administrator shortcut on the desktop. 
 

 
The Administrator desktop shortcut 

 
 

2. In the Administrator window, click the Import DLKs... button. 
 
 

3. Browse to the location at which you have saved the received .dlk file. 
 
Select the file, and click Open. 
 
All DLKs are now automatically imported, and the relevant DLK will automatically appear 
when you add a device through the Device Setup Wizard (see How to Add a Device on page 
31). 
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Device Administration 

How to Add a Device 
In Milestone XProtect Professional you add devices (IP video camera devices or IP video server 
devices) rather than actual cameras. This is because devices have their own IP addresses or host 
names. Being IP-based, Milestone XProtect Professional primarily identifies units on the 
surveillance system based on their IP addresses or host names. 
  
Even though each device has its own IP address or host name, several cameras can be attached to 
a single device and thus share the same IP address or host name. This is typically the case with 
cameras attached to video server devices. You can of course configure and use each camera 
individually, even when several cameras are attached to a single device. 
  
In addition to IP video camera devices and IP video server devices it is possible to add a number of 
dedicated I/O (input/output) devices to Milestone XProtect Professional. When such I/O devices are 
added, they can be used in events-based system setup (see About Input, Events and Output on 
page 81) in the same way as a camera. For information about which I/O devices are supported, 
refer to the release note. 
  
When a device is added in Milestone XProtect Professional, any cameras attached to the device are 
automatically recognized by the software, and listed in the Administrator window's Device Manager 
section: 
 

 
Detail from the Administrator windowís Device Manager sectionótwo devices have been added; 
the first device has a single camera attached, whereas the second device has four cameras attached 
 
To add a device, use the following procedure: 
 
Prerequisites: You must have configured IP address, password, etc. on the device itself as 
described by the manufacturer. 
 
 

1. Open the Administrator window (see page 25) by clicking the Administrator shortcut on the 
desktop. 
 

 
The Administrator desktop shortcut 
 
 

2. In the Administrator window, click the Add Device... button. This will start the Device Setup 
Wizard. 
 
 

3. On the first step of the wizard, identify the required device, either by 
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! Typing the IP address of the device 
  
- or - 
 

! Typing the DNS host name of the device. This requires that you select the Use DNS 
host names box 
  

 
Specifying the IP address of a device 
 
Note: By default, HTTP port 80 and FTP port 21 will be used for the device. If the device 
you are adding uses other port numbers, click the Port Setup button and specify required 
port numbers. The need for specifying different ports may often apply if the device is 
located behind a NAT-enabled router or a firewall. When this is the case, also remember to 
configure the router/firewall so it maps the ports and IP address used by the device. 
 
When ready, click Next to go to the second step of the wizard. 
 

 
4. If a password is used for the device, type the password for the deviceís administrator 

account (called an ìadminî or ì"rootî account on some devices). Leave the Autodetect 
Device option selected. 
 
Click Next. 
 
  

5. When the device has been detected, type the Device License Key (DLK) for the device in 
the DLK field. 
 

 
Specifying DLK for the device 

 

 Tip: If you have imported DLKs (see How to Import Device License Keys on page 30), 
the DLK field will already be filled with the DLK for the device. 
 
Click Next. 
 
 

6. Assign a unique and descriptive name to the device. 
 

Upon completion of the wizard, the name will be used when listing devices and associated 
cameras in the Administrator windowís Device Manager section. The name may, for 
example, refer to the physical location of the camera(s) attached to the device. 
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Assigning a name to the device 

 

 Tip: You may click the Camera Setup button to access the Camera Settings for Ö 
window (see page 36), in which you are able to specify certain settings related to camera 
name and PTZ control. The latter requires that the camera is a PTZ (Pan/tilt/Zoom) 
camera. 
 

 
7. Click Finish. 

 
 
8. The device will be listed in the Administrator windowís Device Manager section. 
 

To view a list of cameras attached to the device, click the plus sign next to the device 
name. 
 

 Tip: Cameras are listed for each device with default names, such as Camera 1, etc. If 
you want to change the name of a camera, simply select the required camera name, wait 
for a second, then select the camera name again to change it. 
 

 Tip: Individual cameras listed in the Device Manager section are by default enabled, 
meaning that images from the cameras are by default transferred to Milestone XProtect 
Professionalóprovided that the cameras are marked as online (also default) in the 
Camera/Alert Scheduler Window (see page 67). If required, you can disable a camera listed 
in the Device Manager section by right-clicking the name of the camera in question. Read 
more information under Administrator window on page 27. 

Edit Device Settings Window 
The Edit device settings window lets you edit the settings of an already installed device. 
 

 
The Edit device settings window 
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 Access: To access the Edit device settings window, select the required device in the Device 
Manager section of the Administrator window (see page 25), and click the Edit Device... button. 
 
The Edit device settings window is divided into three sections: Identify Video Device, Network 
Settings for Video device and Audio. 

Identify Video Device Section 
The Identify Video Device section contains the following fields and buttons: 
 

Field, Button Description 

Device Type Select required device type from list. 
 

 Tip: Milestone XProtect Professional is able to automatically detect 
device type as well as serial number, provided the IP address/hostname and 
password of the device have been specified in the IP-address/DNS Host 
Name and Root Password fields: Simply click the Detect Device button to 
auto-detect device type and serial number. 

Detect Device Click button to auto-detect device type and serial number. 
 
Note: Use of the auto-detect feature requires that the IP address and 
password of the device have been specified in the IP-address and Root 
Password fields. 

Device Name Name used to identify the device. 
 

 Tip: To enable easy identification of devices, it is often a good idea to 
use a device name that refers to the physical area covered by the cameras 
attached to the device (examples: Reception Area, Car Park B, Entrance 
Door, ...). 
 
Note: Device names must be unique; you cannot use the same name for 
several devices. 

Camera 
Settings... 

Opens the Camera Settings for [Device Name] window (see page 36), in 
which you are able to specify a number of settings for cameras attached to 
the device: 

! Port through which PTZ (Pan/tilt/Zoom) cameras are controlled 

! Camera names, types, and ports 
 

Note: The number of settings available in the Camera Settings for [Device 
Name] window may be limited if cameras are not PTZ cameras or connected 
to a video server device. 

Device Serial 
Number 

Serial number of device; usually identical to the 12-character MAC address 
of the device (example: 0123456789AF). 
 

 Tip: Milestone XProtect Professional is able to automatically detect serial 
number as well as device type, provided the IP address/host name and 
password of the device have been specified in the IP-address/DNS Host 
Name and Root Password fields: Simply click the Detect Device button to 
auto-detect device type and serial number. 




















































































































































































































































