Mmilestone

XProtect

Smart Client 2.0
Useris Manual

®




Milestone XProtect Smart Client; Useris Manual
milestone

Target Audience for this Document

This document is aimed at users of Milestone XProtect Smart Client.

This document provides detailed descriptions of Milestone XProtect Smart Client features. It
furthermore provides a number of targeted ihow-toT examples, guiding users through completing
common tasks in Milestone XProtect Smart Client.

Note that depending on your user rights and your role in your organization, some features in the

Milestone XProtect Smart Client may not be available to you. Ask your surveillance system
administrator if in doubt.
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Introduction

About the Smart Client

The Smart Client provides remote users with extremely feature-rich access to the surveillance
system. With the Smart Client it is possible to access multiple servers at a time, allowing remote
user access across systems.

The Smart Client must be installed locally on the remote useris computer.

DirectX 9.0 and .Net Framework 1.1 are required on computers running the Smart Client; both are
available from http://www.microsoft.com/downloads/.

What are Remote Users Able to do with the Smart Client?

With the Smart Client, remote users are able to:

View live images from cameras on the surveillance system.
Browse recordings from cameras on the surveillance system.

Create and switch between an unlimited number of views, each able to display images from
up to 16 cameras from multiple servers at a time*. Views can placed in private groups
(only accessible by the user who created them) or shared groups (accessible by all Smart
Client users connected to the surveillance system server).

* Depending on the Milestone XProtect surveillance system used

Use HTML pages and static images in views.

Create special views for widescreen monitors.

Control PTZ (Pan/Tilt/Zoom) and IPIX (360° view) cameras.
Activate manually triggered events.

Activate external outputs.

Get quick overviews of sequences with detected motion.
Get quick overviews of detected events.

Quickly search selected areas of camera images for motion, also known as Smart Search.
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I Print images.
I Generate and export evidence in AVI (movie clip) and JPEG (still image) formats.

I Assign user-specific keyboard shortcuts to common actions.

How does the Smart Client get Images from the
Surveillance System?

Images viewed by Smart Client users are provided by the Image Server. The Image Server runs as
a service on the surveillance system server; it does not require separate hardware.

The access rights of individual Smart Client users are defined by the surveillance system
administrator on the Image Server.

How can User Rights Affect Use of the Smart Client?

The rights of individual remote users are specified centrally by the surveillance system
administrator. Your user rights will determine your ability to use the Smart Clientis features.

Basically, the surveillance system administrator is able to restrict a useris rights to the following:

I Access to the Smart Client
I Access to each of the Smart Clientis tabs: Live, Browse and Setup
I Ability to use features on the Smart Clientis tabs

I Ability to create views (views determine the way in which images from one or more
cameras are displayed)

I Ability to view images from specific cameras

The ability to use various features of the Smart Client may therefore vary considerably from user to
user. Ask your surveillance system administrator if in doubt about your user rights.
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Download and Installation

The Smart Client must be installed on your computer before you are able to use it.
Typically, you download the Smart Client from the surveillance system server, and then install it on

your computer. Alternatively, your surveillance system administrator may ask you to install the
Smart Client from a CD.

Downloading and Installing the Smart Client

To download and install the Smart Client, do the following:

1. Open an Internet Explorer browser (version 6.0 or later), and connect to the URL or IP
address specified by your system administrator in order to connect to the surveillance
system server. When you connect to the surveillance system server, you will see a
welcome page.

2. In the XProtect Smart Client section of the welcome page, click the Download and install
XProtect Smart Client locally link:

Weicame % Missicre Sykiecrs

XProtect
Ramose Clent & Seran Clhesnd

Detail from welcome page; arrow indicates Download
And install XProtect Smart Client locally link

3. Depending on your security settings, you may receive a security warning (Do you want to
run or save this file?).
When this is the case, click the Run button.

4. Depending on your security settings, you may receive a further security warning (Do you
want to run this software?).
When this is the case, click the Run button.

5. The Smart Client Setup Wizard begins. In the wizard, click Next and follow the installation
instructions.
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Installing the Smart Client from a CD
To install the Smart Client from a CD, do the following:

1. Insert the CD, and run the Smart Client installation file (MilestoneXProtectSmartClient.exe)
from the CD.

2. When the installation wizard starts, click Next to continue the installation and follow the
steps in the installation wizard.
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Logging In to the Smart Client

Logging in to the Smart Client is very straightforward. So is the initial configuration of the Smart
Client upon your first login®in fact, configuration may in some cases not be required at all.

To log in to the Smart Client, do the following:

1. Double-click the Smart Client shortcut on your desktop:

i

Milestone
Smart Client

If no Smart Client desktop shortcut is available, select the Smart Client from Windowsi
Start menu (exactly how you do this is determined by where and how you have installed
the Smart Client on your computer, but you would typically select Start > All Programs >
Milestone XProtect Smart Client > Smart Client).

2. A splash screen is displayed while the Smart Client loads.

Loading the Smart Client typically takes a few seconds only.

3. The Smart Client login window appears:

| XProtect Smart Chent Log On

e
e, Hietete
_ %o, T st Te s otlitete
= X o ::-::: :l-.l- +:':l:
[P Video Surveillance « 5" s""]
- LN )

Eriter or select the sener you wish to connect 1o

Connect to: ¥
Entar your Iug an information

Usemame %

Pagsword:

o | [_cancat |

4. Specify your login information in the following fields:

I Connect to: Type the URL or IP address specified by your surveillance system
administrator. Internet connections may use different ports for different purposes;
therefore, the URL or IP address may include a port number, in most cases port 80
(example: 123.123.123.123:80, where :80 indicates the port number). If you have
logged in before, you may simply select the required server from the Connect to list.

I Username: Type your user name as specified by your system administrator. The user

name is case-sensitive, i.e. there is a difference between typing, for example, amanda
and Amanda.
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I Password: Type your password as specified by your system administrator. The
password is case-sensitive.

5. Click OK.

6. After a short wait, the Smart Client window will open.

The Smart Client window has three tabs: Live, Browse and Setup:

@ Live |

The Live tab is used for viewing live images from cameras, the Browse tab is used for
browsing recorded images from cameras, and the Setup tab is used for configuring the
Smart Client.

<& Setup ‘

i Browse

Note: Depending on your user rights, you may not be able to access all three tabs.

If You Log In for the First Time

If you have logged in for the first time, you need to determine whether any views exist. Views
determine how images from cameras are displayed in the Smart Client, and are thus required in
order to be able to use the Smart Client.

One or more views may already have been created for you, or you may need to create views
yourself. Read more about views, including how to determine if any views have already been
created for you, in Creating Views on page 12.

Logging in on Different Computers

Your user settings are stored on the surveillance system server. This means that your login can be
used on any computer that has a Smart Client installed.
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Creating Views

The way in which images from one or more cameras are displayed in the Smart Client is called a
view. A view may contain images from up to 16 cameras*. A Smart Client can handle an unlimited
number of views, allowing you to switch between various collections of camera images.

* Depending on Milestone XProtect surveillance system used

Example of a Smart Client displaying a view with images from
16 different cameras (the view is highlighted in red frame)

Views/Groups Concept

In order to help you maintain an easy overview when you navigate between various views in your
Smart Client, all views are placed in folders called groups.

A group can contain any number of views and, if required, subgroups.

Private and Shared Groups

Groups, in turn, can be private or shared. Views placed in private groups can only be accessed by
the user who created them, whereas views placed in shared groups can be accessed by all Smart
Client users connected to the surveillance system server.

=23 Private
=3 Group
El'a Subgroup
T Wiew
E e
=24 Shared
=24 Group
=3 Subgroup
] Wiew
- Wiew
Simplified example of views in
private and shared groups

Before you create any views, it is important that you are sure about the difference between views

placed in shared and private groups®not least because a number of views in shared groups may
already have been created for Smart Client users in your organization.
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When that is the case, you can start using your Smart Client straight away; creating further views
in your Smart Client will not be necessary unless you want to supplement the views in the shared
groups with views of your own, placed in private groups.

If you want to create views yourself, for example if no views in shared groups are available in your
organization, the Smart Clientis Setup tab lets you create groups and views, and specify which
cameras should be included in each view.

Note: Particular user rights may be required in order to access the Setup tab. Your ability to create
groups and views also depends on your user rights. From time to time your surveillance system
administrator may make changes to camera or user properties on the surveillance system server.
When this is the case, such changes will take effect in the Smart Client the first time you log in
after the changes were made. Such changes may require you to re-create your views. Ask your
surveillance system administrator if in doubt.

Are Any Views in Shared Groups Available?

Especially if you are a first-time user of the Smart Client, you will want to know whether any views
have already been created and placed in shared groups for your organizationis Smart Client users.

Typically, your surveillance system administrator will have told you if views in shared groups are
used in your organization.

Alternatively, to quickly determine whether any views have already been created and placed in
shared groups, do the following:

Note: This method requires that your user rights permit you to access the Smart Clientis Live tab
and/or Browse tab. Most users will have access to at least one of these tabs.

1. Go to the Smart Clientis Live or Browse tab.

2. On the Live or Browse tab, look at the Views section:

I If the Views section contains any folders under the Shared folder, shared groups are
available.

[ Views -

‘=3 Privata
= =8 Shared
= OurCompany 1st Shared Group
T Wiew A
— Wiew B
=4 OurCompany 2nd Shared Group
o Wiew C

When this is the case you mayoyour user rights permittingdimmediately begin using
the views in the shared groups for viewing live and recorded images. See Viewing Live
Images on page 32 and Viewing Recorded Images on page 37. Only if you want to add
more views, e.g. customize your Smart Client with views in private groups, do you
need to create further views on the Setup tab.

! If the Views section contains only the two top-level folders, Private and Shared, without
any content in any of the two folders, no views are available.
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‘= Private
=8 Shared

Example of Views section containing
no expandable folders

In this case, you must create at least one view on the Setup tab before you can begin
using the Smart Client.

I If the Views section contains one or more expandable folders labeled [Private] ..., you
have already created one or more views in private groups.
Which Types of Groups Can You Create Views in?

Depending on your user rights, you may be able to create and edit views in the following types of
groups:

! Private and shared
I Private, but not shared
! Shared, but not private

I Neither private, nor shared (in which case you simply rely on views created by others
and placed in shared groups)

Typically only a few people in an organization are able to create and edit views in shared groups.

For example, the surveillance system administrator may create and maintain a number of views
and place them in shared groups: When Smart Client users log in, the views placed in the shared
groups will automatically be available to them, and the users will basically not need to create
further views unless they want their own views in private groups.

To quickly determine which types of groups your user rights permit you to create and edit views in,
do the following:

1. Select any of the Smart Clientis tabs.

2. Look at the Views section: You are able to create and edit views in any groups not marked
by a padlock icon. If a group is marked by a padlock icon, it is protected: You can still use
any views in the group, but you cannot create or edit views in the group.

& Private
= Shared

Example: The user is able to create and edit views in private groups,
but not in shared groups. Note the padlock icon on the shared group
folder (clearly visible in the enlarged example).

Consult your system administrator if in doubt about your user rights.
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Creating Views in Private Groups

To create your first view in a private group, you first create a group under the Private top-level
group, and then create the required view within the group.

If you have created views in private groups before, you may create new views in existing private
groups, or you may create a new private group for the view.

Note: Views are created on the Smart Clientis Setup tab. Particular user rights may be required in
order to access the Setup tab.

Creating a Private Group

To create a private group, do the following on the Setup tab:

1.

3.

In the Setup tabis Views section, select the group under which you wish to create the new
group. This may be the top-level Private group, or it may be a group under the top-level
Private group.

D Private]
{3 Shared

Example: Selecting the top-level Private group

Click the Create New Group button:

(=1

A new group is created under the group you selected. The new group is simply named New
Group:

| =3 Private
v —
& Shared

Example: A new group is created

Overwrite the default name New Group with a group name of your choice:

=3 Private

u|hl'ly First Private Group|

& Shared
Example: Overwriting default group name

You are now able to create a view within the group.
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Creating a View in a Private Group

To create a view in a private group, do the following:

1. In the Setup tabis Views section, make sure the group in which you want to create the view
is selected:

E %Pr.r‘rata . — ———
(3 My First Private Group
& Shared

Example: Selecting required group

2. Click the Create New View button:

3. Select the required layout for your new view:

1+3 Wide:
1+5

JEA

L
—_
+
=l

T
|

1A RE

8%y
ENE

$ 8
£
E_.
Sl

& FERE

ﬁ Tip: Layouts marked Wide are particularly suited for widescreen monitors.

4. A new view is created under the group you selected.

The new view carries the default name New View plus an indication of the selected layout:

= &3 Private
=23 My First Private Group

+ [New View @13 |
) Shared

Example: A new view is created
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5. Overwrite the default name with a view name of your choice:

= =3 Private
=23 My First Private Group

My First View]
= Shared

You are now able to add cameras to the view.

ﬁ Tip: A group, whether private or shared, can contain an unlimited number of views. More than
one private and shared group can exist.

Creating Views in Shared Groups

To create your first view in a shared group, you first create a group under the Shared top-level
group, and then create the required view within the group.

If you have created views in shared groups before, you may create new views in existing shared
groups, or you may create a new shared group for the view.

Note: Views are created on the Smart Clientis Setup tab. Particular user rights may be required in
order to access the Setup tab.

When creating a shared view, bear in mind that depending on their user rights not all users may
have access to all cameras on the surveillance system.

Creating a Shared Group

To create a shared group, do the following on the Setup tab:

1. In the Setup tabis Views section, select the group under which you wish to create the new
group.

This may be the top-level Shared group, or it may be a group under the top-level Shared
group.

2. Click the Create New Group button:

3. A new group is created under the group you selected. The new group is simply named New
Group:
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| @8 Private

Example: A new group is created

4. Overwrite the default name New Group with a group name of your choice:

| &3 Private
=24 Shared

3|Our First Shared Group| |

Example: Overwriting default group name

0 Tip: Bear in mind that shared groups are visible by all Smart Client users connected to
the surveillance system server; therefore, use a name that will be meaningful to all users.

You are now able to create a view within the group.

Creating a View in a Shared Group

To create a view in a shared group, do the following:

1. In the Setup tabis Views section, make sure the group in which you want to create the view
is selected:

&1 Private
= & Shared

Example: Selecting required group

2. Click the Create New View button:

3. Select the required layout for your new view:

143 ‘Wide
1+5

147

145 Wide
1=l

244 \Wide:
248

JE

o
H
ity

inl:a M |id

¥
|
| X
|

i
%R
£ |
=1
@

4
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9 Tip: Layouts marked Wide are particularly suited for widescreen monitors.

4. A new view is created under the group you selected.

The new view carries the default name New View plus an indication of the selected layout:

{3 Private
=2 Shared
(= Our First Shared Group

o [New View (3x3)

Example: A new view is created

5. Overwrite the default name with a view name of your choice:

~ @ Private
= &4 Shared
=+ Our First Shared Group

B "|Dur First Shared View|

Example: Overwriting the default view name

6 Tip: Bear in mind that shared groups are visible by all Smart Client users connected to
the surveillance system server; therefore, use a name that will be meaningful to all users.

You are now able to add cameras to the view.

9 Tip: A group, whether private or shared, can contain an unlimited number of views.
More than one private and shared group can exist.

Adding Cameras to a View

Having created a view within a group, you can specify which cameras to include in the view.
Note: Bear in mind that depending on their user rights not all users may have access to all
cameras on the surveillance system. Thus, even though you may be able to view images from all
cameras in a shared view, other users may not necessarily be able to view images from all the
cameras. Consult your surveillance system administrator if in doubt.

To add cameras to a view, do the following:
1. In the Setup tabis Views section, select the required view.

When you select a view, the layout of the selected view is outlined in the main section of
the Smart Client window:
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2. In the Setup tabis System Overview section, click the plus sign [ next to the required
engine (server) to view a list of available cameras:

= [Door] Camera
« [Lab 1] Camera
»* [Lab 2] Camera
o [Lab IPLX] Camera
= [Office 1] Camera
o [Office 2] Camera

3. Click the name of a camera, and drag the camera name to the required position in the
view.

When you have dragged a camera to a position in the view, an image from the camera
willdprovided a connection can be established®appear in the selected position.

If a connection cannot be established, for example if the surveillance systemis Monitor
application is not running, the name of the camera will be displayed in the selected
position.

Repeat for each camera required in the view.

6 Tip: If you want to use all of the cameras under an engine, you may simply drag the
required engine link to the view; this will automatically place all of the engineis cameras in
the view from the selected position onwards. Remember to have sufficient positions
available in the view.

6 Tip: You can easily change the cameras in your view: Either clear the position by
clicking the clear button [E, then drag another camera to the cleared position, or simply
ioverwriteT a position by dragging a different camera to the position.

4. You are now able to use your view: You maydyour user rights permittingdselect the view
on the Live tab (see Viewing Live Images on page 32) and on the Browse tab (see Viewing
Recorded Images on page 37).
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ﬁ Tip: In addition to cameras, you are able to add static images and HTML pages to views. Read
more in Further Configuration on page 22.

Using Your Views on Different Computers

Your user settings, including your private views, are stored on the surveillance system server. This
means that you are able to use your private views on any computer that has a Smart Client
installed, provided you log in to the Smart Client with your own user name and password.
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Further Configuration

In addition to creation of groups and views, the Smart Clientis Setup tab lets you edit existing
groups and views. The Setup tab furthermore lets you adjust camera settings, and set up joystick
control for PTZ (Pan/Tilt/Zoom) cameras.

Note: Particular user rights may be required in order to access the Setup tab. Your ability to edit
groups and views also depends on your user rights. Basically, if you are able to create groups and
views, you are also able to edit them. From time to time your surveillance system administrator
may make changes to camera or user properties on the surveillance system server. When this is
the case, such changes will take effect in the Smart Client the first time you log in after the
changes were made. Such changes may require you to re-create your views. Ask your surveillance
system administrator if in doubt.

Which Types of Groups Can You Edit Views in?

Depending on your user rights, you may be able to create and edit views in the following types of
groups:

! Private and shared
I Private, but not shared
! Shared, but not private

I Neither private, nor shared (in which case you simply rely on views created by others
and placed in shared groups)

Typically only a few people in an organization are able to create and edit views in shared groups.
For example, the surveillance system administrator may create and maintain a number of views
and place them in shared groups: When Smart Client users log in, the views placed in the shared
groups will automatically be available to them, and the users will basically not need to create
further views unless they want their own views in private groups.

To quickly determine which types of groups your user rights permit you to create and edit views in,
do the following:

1. Select any of the Smart Clientis tabs.

2. Look at the Views section: You are able to create and edit views in any groups not marked
by a padlock icon. If a group is marked by a padlock icon, it is protected: You can still use
any views in the group, but you cannot create or edit views in the group.

- & Private
@ & Shared

Consult your surveillance system administrator if in doubt about your user rights.
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Using Static Images in Views

You are not limited to viewing camera images in a view; you are able to view static images (such
as GIF or JPEG) as well.

Example: A company logo inserted as a static image (in
this case viewed on the Live tab). The feature could
equally well be used for inserting maps, floor plans,
photos of wanted persons, etc.

To use a static image in a view, do the following on the Setup tab:
1. Drag the System Overview sectionis Static Image link to the required position in the view.

2. Release the mouse button over the required position.

When you release the mouse button you are able to select the required static image file.

Using HTML Pages in Views

In addition to viewing camera images and static images in a view, you are able to import HTML
pages and display them in the view. This way, you are able to include company web pages,
intranet pages, navigation pages, link collections, etc. together with the camera images in the
view.

Comparny Website

LT

e ]

Example: A company web page inserted in a view
(in this case viewed on the Live tab). The feature
could equally well be used for inserting clickable
maps, news services, e-learning courses, etc.
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ﬁ Tip: When your imported HTML pages contain links, it is recommended that links have the
target='blank’ attribute (example: <a href="otherwebpage.htm" target=

"blank">Link</a>). This will make the links open in separate windows, which will help you avoid
losing view of the Smart Client window itself due to a link opening a web page in the same browser
window as the Smart Client.

To include an HTML page in a view, do the following on the Setup tab:

1. Drag the System Overview sectionis HTML Page link to the required position in the view.

When you release the mouse button over the required position, the Open URL window
opens:

[ Open URL <]

Erbei the LIRL of path o & HTML paga ori thes | rilsimesl, pou
computer, of your etk that oy wand bo display,

Dipsére.

Cancel | Biovrin... I

2. In the Open URL windowis Open field, type the URL of the required HTML page (example:
http://www.mywebsite.com/mywebpage.htm).

- Or -
If the HTML page is stored locally on your computer, specify its location on your computer

(example: C:\myfiles\mywebpage.htm), or click the Browse... link to browse for the
required HTML page.

3. Click the OK link.

Changing the Properties of an Imported HTML Page

Once an HTML page is imported into a view, you are able to change its properties by doing the
following:

1. On the Setup tab, select the imported HTML page in the view.

Properties of the HTML page will appear in the Setup tabis Properties section:

Url:

hittp:fwoans. importedhtmlipage. com
Scaling =

1024x768 v

2. Change the required property:
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